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Abstract

Wireless communication technology has provided increased opportunity for applica-

tions such as telemedicine. This work focuses on the end application of teleradiology,

targeting the communication of digital diagnostic images to remote locations for diag-

nosis and treatment. Medical images have conventionally been of large size and stored

without loss of redundancy. Recent research has demonstrated that acceptable levels

of Joint Picture Experts Group (JPEG) compression may be used on these image types

without loss of diagnostic content. This has provided an opportunity for more rapid

image transmission in wireless environments. One of the most pressing challenges that

remain are techniques to verify the integrity of crucial diagnostic feature information

that may be compromised with excessive use of standard compression methods.

An authentication watermarking technique is presented, which extracts critical feature

information from the Region of Interest (ROI) and embeds a series of robust water-

marks into the Region of Backgrounds (ROB) surrounding this location. This thesis

will consider only the effects of distortions due to compression standards and presents

a body of work that is a step towards a future study for considering compression to-

gether with channel noise introduced by the wireless environment.

The following key contributions have been made in this thesis:

• A novel technique to provide crucial feature authentication without introducing

embedding distortions into these regions by using multiple robust watermarks

• Improved performance over earlier methods including superior robustness to

DCT quantisation and complete JPEG image compression. Image fidelity is sig-

nificantly improved with less distortion introduced. Smaller signatures can be

used to authenticate essential image information than with conventional meth-

ods, decreasing overall system complexity

• Optimised JPEG survival levels that allow permissable JPEG compression levels

to be specified.

Page ix



Page x



Statement of Originality

This work contains no material that has been accepted for the award of any other de-

gree or diploma in any university or other tertiary institution and, to the best of my

knowledge and belief, contains no material previously published or written by an-

other person, except where due reference has been made in the text.

I give consent to this copy of the thesis, when deposited in the University Library,

being available for loan, photocopying and dissemination through the library digital

thesis collection.

8th September, 2005

Signed Date

Page xi



Page xii



Acknowledgments

Many people have collaborated to make this Ph.D. an interesting and rewarding part of

my life. I extend my sincerest thanks to my family, friends, colleagues and supervisors.

I greatly appreciate the help I have received from my supervisor Associate Professor

Derek Abbott for his excellent help and creative ideas that have assisted me in broad-

ening my research skills. I appreciate his endless patience, positive outlook, ability to

provide assistance and especially his willingness to put his students before his work. I

thank him greatly for his meticulous proof reading of all of my published work.

I have had the pleasure of working with Dr Derek Rogers, an Adjunct Senior Lecturer

from the School of Electrical and Electronic Engineering. His expert knowledge in

wireless communications and engineering practice have assisted this research tremen-

dously. His attention to detail and excellent standards have assisted me in developing

sound research methods. Acknowledgements must be give to Mr Ross Frick, from the

University of South Australia for his expert help and knowledge in mathematical ar-

eas. Thanks are due to Dr Matthew Sorell, Professor Reginald Coutts and Professor Jag

Mazumdar for their support in the early stages of the project.

I have enjoyed interaction with colleagues from the University of Adelaide and col-

laborating with people with technical expertise within conferences. Thanks are also

due to Dr Greg Harmer for the provision of an excellent LATEX template. I thank my

parents for their financial support and encouragement and my friends for their moral

support and in helping me to have enjoyable breaks between work on the weekends.

I gratefully acknowledge funding from the Australian Research Council and Motorola

Software Corporation. Funding from the School of Electrical and Electronic Engineer-

ing has also been of great assistance for support on overseas conferences. Thanks are

also due to the MedpixTMMedical Image Database (2005) for an excellent source of

medical images.

Page xiii



Page xiv



Conventions

This thesis it typeset using the LATEX2e software. WinEdt build 5.4 was used as an in-

terface to LATEX. Graphs and plots were generated using Matlab 7.0 (Mathworks Inc.)

CorelDRAW 12 and Corel PHOTO-PAINT 12 were used to produce schematic and flow

diagrams. The Kakadu JPEG-2000 software (David Taubman 2001) was used for the

compression of imagery using an implementation of Part 1 of the JPEG-2000 standard.

The Harvard style is used for referencing and citation in this thesis. Australian English

spelling is adopted, as defined by the Macquarie English Dictionary (Delbridge et al.

2001).

Page xv



Page xvi



Publications

OSBORNE-D., ROGERS-D., AND ABBOTT-D. (2005a). Embedded watermarking for wireless image con-

tent authentication, WSEAS Transactions on Communications, 4(7), pp. 505–513.

OSBORNE-D., ROGERS-D., AND ABBOTT-D. (2005b). Integrity assessment of diagnostic image con-

tent, Proceedings of the 9th WSEAS International Conference on Communications, Vouliagmeni,

Athens, Greece, July 14-16. paper 479-308.

OSBORNE-D., ROGERS-D., SORELL-M., AND ABBOTT-D. (2005c). Multiple medical image ROI au-

thentication using watermarking, Proceedings of the SPIE - Biomedical Applications of Micro- and

Nanoengineering II, Vol. 5651, University of New South Wales, Sydney, Australia 12-15 December

2004, pp. 221–231.

OSBORNE-D., ABBOTT-D., SORELL-M., AND ROGERS-D. (2004a). Multiple embedding using robust

watermarks for wireless medical images, Proceedings of the 3rd International Conference on Mo-

bile and Ubiquitous Multimedia (MUM-2004), Vol. 83 of ACM International Conference Proceed-

ing Series, College Park, Maryland, U.S.A. October 27-29, pp. 245–250.

OSBORNE-D., ABBOTT-D., SORRELL-M., AND ROGERS-D. (2004b). Multiple embedding using semi-

fragile watermarks for wireless medical images, Proceedings of the IEEE: Electronics and Telecom-

munications (ETC-2004), Timisoara, Romania, October 22-23, Section 13(34), pp. 120–125.

OSBORNE-D., ROGERS-D., SORELL-M., AND ABBOTT-D. (2004c). Embedded importance watermark-

ing for image verification in radiology, Proceedings of the SPIE - BioMEMS and Nanotechnology,

Vol. 5275, University of Western Australia, Perth, December 10-12, pp. 383–390.

OSBORNE-D., ROGERS-D., MAZUMDAR-J., COUTTS-R., AND ABBOTT-D. (2002). An overview of

wavelets for image processing for wireless applications, Proceedings of the SPIE: Smart Structures,

Devices and Systems, Vol. 4935, University of Melbourne, Australia December 16-18, pp. 427–435.

Page xvii



Page xviii



List of Figures

1.1 Infant’s Fracture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

1.2 Encased papillary carcinoma of a breast . . . . . . . . . . . . . . . . . . . 6

1.3 Close up of an Infant’s Fracture with extreme amounts lossy baseline

JPEG and JPEG-2000 compression to 0.1 Bpp . . . . . . . . . . . . . . . . 10

1.4 Close up of the encased breast carcinoma with extreme amounts lossy

baseline JPEG and JPEG-2000 compression to 0.1 Bpp . . . . . . . . . . . 11

1.5 Multiple embedding in the ROB . . . . . . . . . . . . . . . . . . . . . . . . 12

1.6 Systematic overview of watermarking method . . . . . . . . . . . . . . . 13

1.7 Clipping of fracture information . . . . . . . . . . . . . . . . . . . . . . . 15

2.1 An overview of the web-based medical image viewer . . . . . . . . . . . 19

2.2 Overview of the communications infrastructure . . . . . . . . . . . . . . 20

2.3 Commercial broadband communication system using mobile VSAT tech-

nology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.4 Relative importance of diagnostic feature content . . . . . . . . . . . . . 29

2.5 Test film used to measure image parameters . . . . . . . . . . . . . . . . 36

2.6 Bitstream embedded around a ROI . . . . . . . . . . . . . . . . . . . . . . 39

2.7 Sub-band decomposition . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

2.8 Dividing the contour around the ROI . . . . . . . . . . . . . . . . . . . . . 41

2.9 Clipped area with the ROI present . . . . . . . . . . . . . . . . . . . . . . 41

2.10 Block diagram of proposed dual watermarking scheme . . . . . . . . . . 41

2.11 Overview of JPEG authentication system proposed by Lin and Chang . 44

2.12 System to extract a signature . . . . . . . . . . . . . . . . . . . . . . . . . . 48

2.13 System to authenticate an image . . . . . . . . . . . . . . . . . . . . . . . 50

3.1 JPEG quantisation process . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

Page xix



List of Figures

4.1 Obtaining a Signature From DCT Coefficients . . . . . . . . . . . . . . . . 60

4.2 Multiple watermarking for the breast carcinoma . . . . . . . . . . . . . . 62

4.3 Zigzag scan used to trace DCT coefficients . . . . . . . . . . . . . . . . . . 63

4.4 Removal of semi-fragile watermarks . . . . . . . . . . . . . . . . . . . . . 65

4.5 Removed watermark . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

5.1 Method to test watermark and signature robustness . . . . . . . . . . . . 69

5.2 Robustness of ROI method and Lin and Chang’s method . . . . . . . . . 71

5.3 Analysis of failure point at an embedding level of 0.88 corresponding to

1.0 Bpp . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

5.4 Introduction of watermark artifacts . . . . . . . . . . . . . . . . . . . . . . 77

5.5 Embedding strengths of 0.62, 0.88, 1.4 and 2.5 . . . . . . . . . . . . . . . . 78

5.6 System used to test image fidelity . . . . . . . . . . . . . . . . . . . . . . . 79

5.7 Comparison of the ROI watermark method with Lin’s algorithm . . . . . 80

5.8 Analysis over target embedding levels . . . . . . . . . . . . . . . . . . . . 81

5.9 Spatial Basis Functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

5.10 Stages of the JPEG compression and decompression process . . . . . . . 89

5.11 System to test watermark survival to compression . . . . . . . . . . . . . 90

5.12 Compression results for the ROI watermark method and Lin’s algorithm 92

5.13 Compression Results for JPEG and JPEG-2000 . . . . . . . . . . . . . . . 93

7.1 Alternative method to increase watermark embedding capacity . . . . . 105

7.2 Automatic feature and ROI identification . . . . . . . . . . . . . . . . . . 108

7.3 Wrapping the watermark around the ROI . . . . . . . . . . . . . . . . . . 110

7.4 An elliptical ROI . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

7.5 MPEG video at the micro block level . . . . . . . . . . . . . . . . . . . . . 117

A.1 Test used to establish a relationship between quantisation and compres-

sion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121

Page xx



List of Figures

A.2 Inverse relationship between quantisation level and bit rate . . . . . . . 122

A.3 Close up of area of interest . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

A.4 Overview of the method to test Lin and Chang’s algorithm . . . . . . . . 126

A.5 Systematic processes to test robustness of Lin and Chang’s watermark-

ing algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

A.6 System to test the robustness of the semi-fragile watermarking scheme

using a semi-fragile signature . . . . . . . . . . . . . . . . . . . . . . . . . 128

A.7 Testing the robustness of Lin and Chang’s algorithm . . . . . . . . . . . . 129

A.8 Embedding strength of 0.62, 0.88 and 1.4 . . . . . . . . . . . . . . . . . . . 130

B.1 Function which extracts a signature from a ROI . . . . . . . . . . . . . . . 136

B.2 System used to watermark an image with a specified ROI . . . . . . . . . 142

B.3 Multiple embedding around the ROI . . . . . . . . . . . . . . . . . . . . . 143

B.4 Flow diagram of the function to embed a singular watermark in one

image region . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

B.5 Flow diagram of the function to embed 4 bits in a micro block . . . . . . 152

B.6 Flow diagram of the function that embeds 1 bit in a selection of 7 DCT

coefficients . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 155

B.7 Top level function for watermark extraction . . . . . . . . . . . . . . . . . 159

B.8 Sub-function for watermark extraction around the ROI . . . . . . . . . . 160

C.1 Overview of the JPEG compression system . . . . . . . . . . . . . . . . . 174

C.2 Set of 8 × 8 basis functions used in the JPEG compression process . . . . 176

C.3 Performing the DCT on a pixel block . . . . . . . . . . . . . . . . . . . . . 177

Page xxi



Page xxii



List of Tables

1.1 Image size by modality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

4.1 Quantisation table used in JPEG . . . . . . . . . . . . . . . . . . . . . . . 61

5.1 Watermarked micro block, C . . . . . . . . . . . . . . . . . . . . . . . . . . 82

5.2 Original pixel values . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

5.3 DCT transformed pixel values . . . . . . . . . . . . . . . . . . . . . . . . . 83

5.4 Quantised micro block coefficients . . . . . . . . . . . . . . . . . . . . . . 84

5.5 Coefficients Involved in Flipping . . . . . . . . . . . . . . . . . . . . . . . 85

7.1 Expected and actual compression survival levels . . . . . . . . . . . . . . 106

Page xxiii



Page xxiv


